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Privacy-aware Smart Metering: A Survey

Soren Finster and Ingmar Baumgart

Abstract—The increasing share of renewables creates new
challenges for the existing electrical grid. To deal with these
challenges, various efforts are being made to transform the
existing power grid into a so-called smart grid. Part of this
processisthe deployment of an advanced metering infrastructure,
which provides novel high-frequency two-way communication
between consumers and producers. But as useful as the access
to high-frequency measurements may be for energy suppliers,
this also poses a major threat to the privacy of the customers. In
this survey we present approaches to the problem of customer
privacy-protection in the smart grid. We show that the privacy
problem in smart grids can be further divided into the problems
metering for billing and metering for operations. For each of these
problems we identify generic approaches to solve them.

Keywords—Smart Grid Communications, Trust, Privacy, Ad-
vanced Metering Infrastructure

I. INTRODUCTION

ODAY’S electrical grid is changing rapidly to address

the demands of distributed power generation. The pro-
duction of energy from a large number of small scale sources,
rather than a few hundred power plants, requires adjustments
and at least partial redesign of the grid itself. One important
feature of the new smart grid will be an advanced metering
infrastructure. It enables distribution system operators and
energy suppliers to optimize their existing services and even
provide new services for their customers.

Among other functions, the most important one of the
advanced metering infrastructure is the possibility of two-
way communication offered by smart meters. Distribution
system operators can use this functionality to monitor their
energy grid at a much higher sampling rate and granularity
than before. Energy suppliers can use the near real-time
consumption data to control their production more efficiently
and to offer their customers pricing schemes based on current
offer and demand.

But this new functionality also has risks. The close mon-
itoring of single smart meters provides deep insight into
the energy consumption of customers. And with detailed
knowledge of their energy consumption surprisingly accurate
conclusions about their private life can be drawn. The privacy
of, for example, working hours, vacations, habits and even
religious beliefs is at risk.

Legal measures to prevent privacy intrusion are taken in
most countries. But legal measures may not be enough,
especially when theft of privacy relevant data is considered.
Therefore, technical measures to protect customers privacy
are equally important. In this survey, we take a look at the
current state of research in the area of privacy protection in
the advanced metering infrastructure of the new smart grid.
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The remainder of this paper is as follows: In Section II,
we provide some background. We shortly introduce smart
metering and show some work that proves how smart meter-
ing can be used to intrude customer privacy. We formulate
the two important problems that have to be solved concerning
privacy and smart metering: metering for billing and metering
for operations. We close the background section with a list
of terms we will use in the remainder of the paper.

The following sections are categorized into works that
examine metering for billing (Section 111), works that examine
metering for operations (Section V) and works that concen-
trate on both problems using a single approach (Section V).

Each section contains subcategories for each generic ap-
proach to solving the specific problem. Interesting features
of single works are also discussed. Each subcategory closes
with a short summary.

Finally, we compare the generic approaches in Section VI
and close with concluding remarks in Section VII.

Il. BACKGROUND
A. What is Smart Metering

Smart metering is a crucial part for the realization of the
vision “Smart Grid” [1]. In its most basic form, it describes a
deployment of electric meters that enable two-way communi-
cation between meter and distribution system operator. This
is often called the Advanced Metering Infrastructure (AMI).

The two-way communication enables several services for
the distribution system operator that were difficult or impossi-
ble to realize without smart metering. Detection of power out-
ages, for example, was solved via phone calls from customers
without power. Now, the distribution system operator can
detect the power outage faster and without interaction with the
customer. Reporting the quality of power delivery (voltage,
frequency) is another service enabled by smart metering.

One of the most anticipated features of smart metering is
monitoring of power flows within the distribution system.
Before smart metering, this information was only available
at the substation level. With smart metering, a detailed view
on power flows is possible. This is especially important with
the rising number of renewable energy sources connected to
the grid.

Accurate monitoring of power flows enables energy sup-
pliers to react rapidly on changes in consumption levels. If
prices for energy are variable and react on current power
flow information, we talk of real-time pricing. This is one
possibility for demand side management (DSM), a smart
grid technology where the energy supplier influences the
consumption of energy directly and immediately.

But not only distribution system operators and energy
suppliers benefit from smart metering. Customers benefit
from smart meter deployment by receiving timely information
about their power consumption. This information is often pro-
cessed by the energy supplier and presented to the customer
as a web service or as an application for a mobile phone. It
is also possible to process the data at the customer’s site and
present it as a local web service.
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For the remainder of this paper, when we talk about smart
metering, we mean the provision of meter measurements to
the distribution system operator or the energy supplier.

B. Why Smart Metering should be privacy-aware

Nonintrusive load monitoring (NILM) is the interpretation
of power load signatures with the intent to obtain information
about the appliances causing the load. The first NILM devices
were built in 1985 [2]. They could distinguish certain power
events in the load signature and assign them to individual
appliances. For example, they reported when the dryer ran
or the toaster was switched on. This effectively revealed that
the residents were at home and hungry. A feasibility study
conducted in 1991 concluded that the generic isolation of
single appliance loads from an aggregated load is possible
[3]. Early results of the technology led NILM pioneer G. W.
Hart to conclude that legal measures should be taken ““so that
electric power usage is considered as private as any phone
conversation™ [4].

Hart used power loads that were measured every five
seconds. Other works concentrated on improving NILM using
better algorithms and with measurements at a higher time
resolution (e.g., [5]-[10]). But there are also efforts to provide
accurate NILM with lower time resolutions up to one hour
(e.g., [11]-[13D).

Millions of smart meters capable of such or even higher
resolutions are already installed [14]. Often with questionable
security features [15]. These are already collecting data and
enable anyone who has access to this data to invade the
privacy of residents. The dimension of privacy intrusion
should not be underestimated: from working hours to reli-
gious beliefs, a plethora of immensely private data is readily
available [12]. In its most harmless form, people might
receive advertisements for appliances they do not already
own or that might break in the near future. Thieves knowing
exactly when a single resident or even a whole neighborhood
is at work are a much more scary vision.

The potentially harmful effect of exposing this data makes
it a valuable target for data thieves. Besides the question of
what the electricity supplier or distribution system operator
does with the metering data, it also rises the question how
well this data is protected against data theft.

Given the potentially harmful effect of exposing this data,
Hart’s advice to seize legal measures to protect it might be
not enough. In this paper, technical approaches to solve the
problem of privacy in smart metering are discussed.

C. Two problems of Smart Metering

To guarantee perfect privacy for residents, no data about
their energy load should have to be measured at all. This
is clearly not feasible for two reasons. First, the energy
bill has to be paid. The energy supplier needs measurement
data to write that bill. Second, for the vision of the smart
grid to come true, distribution system operators need high-
frequency metering data to monitor where power in their
grid is produced and where it is consumed. This enables a
better match between production and consumption and is a
prerequisite for real-time pricing.

The first reason poses a problem that we will call “me-
tering for billing”. A solution to this problem would be the
possibility for a household to pay for the used energy without
revealing too much about itself. The second reason results in
“metering for operations”. A solution for this problem must

provide measures for monitoring the power grid while not
monitoring individuals too closely.

Concerning data privacy, there are three important factors:
sampling frequency, attribution and exactness. The lower the
sampling frequency, the less information is deducible from the
data. An example for an extremely low sampling frequency
would be the yearly meter reading that was common before
smart meters emerged. If data is not attributable to a specific
household, its privacy is protected. Privacy can also be pro-
tected by not reporting exact measurements but the usefulness
of measurements must be somehow retained.

Metering for billing needs perfect attribution and exactness
but is flexible with sampling frequency—as long as the
billing is correct, the frequency does not matter too much.
Metering for operations needs a high sampling frequency and
at least some exactness, but is flexible with attribution. For
monitoring the grid, it is often sufficient to collect aggregated
data about specific parts of the power grid. For example a
block or all households connected to a substation.

The important difference between those problems is that
metering for billing is concerned about data that has to be
directly accountable to the end user. Metering for operations
deals with data about a part of the power grid. As a conse-
quence, both problems are solvable independently.

Metering for billing got much less attention in research
than metering for operations. In most works concerning smart
metering, the billing problem is not even covered. The reason
for this is that there is an obvious approach to the problem
that solves it acceptably: sampling frequency is reduced to the
billing interval. As long as this interval is long enough, the
data does not pose a privacy threat any more. For example,
an extremely simple tariff that does not take into account the
time at which energy gets consumed can be billed by using
only the total consumption for the billing period. If the billing
period is long enough (e.g., a year) the privacy of the end-
user is not threatened since the meter already aggregates the
readings over the year.

But with shorter billing periods or time of use (TOU) tariffs,
the data needed to bill the end-user may pose a risk con-
cerning privacy. Since time based tariffs and flexible pricing
models are much wanted features of the smart grid, there
is a need for better solutions to the problem. In Section IlI
approaches to this problem are discussed.

Metering for operations does not have such an obvious,
good enough solution and therefore got more attention in the
research community. An extremely wide field of approaches
to the problem emerged and is covered in Section IV.

D. Terminology

There are a lot of terms used throughout the works con-
cerning smart metering. Sometimes, they are specific to a
certain country, like the German “Messdienstleister” which is
an entity resulting from the legally required liberalization of
the energy market. But in general, most terms are translatable
to a limited set of terms. We try to use only this limited set
defined in the following section. If, for some reason, this
set of terms does not suffice, we will specifically introduce
and define the new term. See also Figure 1 for a graphical
representation of the scenario.

We use customer (C) to describe the target of smart
metering. This includes every entity that partakes in the
electrical grid as consumer or producer. It is best thought
of as a household with appliances and decentralized energy
production like a combined heat and power (CHP). But the
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Fig. 1. Exemplary scenario with customers within a power grid which do not have the same energy supplier. As communication network, the Internet
is used. Internet access for customers can be realized with different technologies resulting in different data rates. While the distribution system operator is
interested in metering data from all customers within its power grid, energy suppliers are only interested in data from their direct customers. This can also

include customers within other power grids operated by other distribution system operators (not depicted).

term is not limited to this. It also includes businesses or
industry. If it consumes or produces energy and gets billed
for it, we will call it a customer.

At a customer’s site, a smart meter (SM) is installed. This
is a metering device that is capable of metering at a fast
sampling rate. It also provides means to communicate meter
readings to another entity. It is usually tamper proof and
has only a limited set of capabilities. Especially for works
that involve advanced cryptography, these capabilities may
be too limiting. If another device is needed at the customers
site to fulfill all requirements, we will call that device meter
extension (ME).

The distribution system operator (DSO) manages the elec-
trical grid. It is concerned with balancing consumption and
production within the power grid. Therefore it has an interest
in accurate and timely meter readings for planning and to
react on changes in the power grid.

An energy supplier (ES) is an entity that sells or buys
energy to customers. The energy is then transported by the
power grid which is managed by the DSO. Its function is
comparable to a trader and less technical than the DSO.
Its main reason to access smart meter readings is to bill
the customer. But for strategic planning and for complex
tariffs, the ES can also be interested in high-frequency meter
readings. In some works, the DSO is not included and the
ES takes over both roles.

A trusted third party (TTP) is introduced in several works.
It is an additional entity which often communicates with all
other entities. As the name implies, it is trusted by at least
one of the other entities. In most cases, all involved entities
trust the TTP.

Demand side management (DSM) is the name of the
scheme that tries to improve efficiency and reliability of
the power grid by influencing the energy consumption. This
can be done in several ways. From educating customers to

remotely controlling devices in the household, e.g., air condi-
tioning. In most smart grid scenarios it is present in the form
of real-time pricing. Raising prices in peak hours provides
incentives for customers to lower their energy consumption.
The monitoring capabilities of a wide roll-out of smart meters
helps to improve DSM. A less flexible form of DSM are time
of use (TOU) tariffs that have different, but stable prices for
energy throughout the day according to a timetable.

The definitions of privacy terms is in accordance with
the terminology for talking about privacy by Pfitzmann and
Hansen [16]. In example, anonymity means that the subject
is not identifiable within a set of subjects and pseudonymity
means that a pseudonym is used as identifier instead of the
real identifier.

E. Standardization

The establishment of industrial standards for smart meter-
ing techniques is an important part for the feasibility of the
future smart grid. Currently, there are extensive activities in
standardizing components and communication between com-
ponents of the advanced metering infrastructure. Tasks like re-
mote meter reading are well covered through several standard
smart meter communication protocols like DLMS/COSEM or
SML (see [17] for a comparison) and standard protocols for
house automation like ZigBee, M-Bus or KNX (see, e.g.,
[18]).

And yet, with standardization still focused on making the
smart grid feasible, security features have higher priority and
privacy enabling features are scarcely covered. Most works in
this survey, especially approaches using direct communication
paths between smart meters, use non-standardized functional-
ity to enable privacy. For further reading on the current state
of standardization [19]-[22] are suggested.
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I1l. APPROACHES TO METERING FOR BILLING

The problem of metering for billing is often considered
solved because of the very coarse-grained measurements that
are sufficient. For a very simple tariff, where only the total
consumption per billing period is necessary to calculate the
bill, this is indeed truel. Even simple time-based tariffs can
be billed by using meters equipped with several registers and
register-switching based on the time of day. If, for example,
energy consumption during normal workdays is added to one
register and energy consumption during the night and the
weekend to another, the customer can be billed monthly based
on those two registers.

But this solution only holds, if tariffs remain fairly simple
and aggregate over very coarse-grained consumption values.
As soon as tariffs are more complex privacy is at risk.

A true solution to metering for billing enables the energy
supplier to use complex tariffs and to bill the customer
correctly without violating his privacy.

There are three generic approaches to this problem:

Let a trusted third party calculate the bill
Let the customer calculate the bill and ensure correct-
ness via trusted computing

e Let the customer calculate the bill and ensure correct-
ness via cryptography

A. Billing via a Trusted Third Party

Calculating the bill using a TTP is an easy and elegant
solution. In this approach, SMs send all measurements to the
TTP. The TTP aggregates them per smart meter and over
a specified period of time before it sends the aggregated
consumption to the ES. But it has a huge drawback: the trust
which both parties need to put into the TTP is enormous. The
customer trusts the TTP with sensitive private data and the
correct calculation of his bill. The ES trusts the TTP with
the foundation of his billing, a central aspect of his business.
Why both parties should put that much trust in the same TTP
simultaneously is an open question.

Bohli et al. [23] provide an extension to the basic variant.
They suggest that ES and SM sidestep the TTP to agree upon
an arbitrary identifier for the SM. The TTP then operates
only with those arbitrary identifiers and has no identifying
information about the SM. Essentially, this is a case of
pseudonymization. This concept is illustrated in Figure 2.

One problem of this approach is the transfer of metering
data from the SM to the TTP. Depending on the used
communication network, the TTP gains knowledge of the
network address (e.g., IP address) of the SM. This alone does
not pose a threat, but if the TTP combines this knowledge
with other information sources (e.g., visits to certain websites)
the identity of the SM is at risk.

Further, the advantages of pseudonymization are doubted
by Jaruwek et al. [24]. Using anomaly detection and be-
havior pattern matching, they show that pseudonymization
leaves multiple attack vectors open. Even though their ap-
proach needs accurate secondary data sources (e.g., working
hours, vacations), it poses a threat to the effectiveness of
pseudonymization.

IThere is still a leakage of private information if the billing interval is short
enough. With weekly billing, for example, a vacation is easily detectable.
Solving this problem would need fiscal escrow services, which is out of
scope of this paper.
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Fig. 2. Billing via a trusted third party: The customers Smart Meter and
its energy supplier agree upon an arbitrary identifier. The Smart Meter then
transmits meter readings to the trusted third party using this identifier. The
trusted third party aggregates those meter readings and submits them to the
energy supplier using the provided identifier.

B. Billing using a trusted platform

A different approach to metering for billing is to use a
Trusted Platform Module (TPM) [25] within the smart meter.
This is suggested by Petrlic [26] and LeMay et al. [27].

By isolating the calculation of the bill within the TPM, its
integrity and confidentiality is ensured as long as the TPM is
secure. In essence, trusted computing seals off the software
and data involved into bill calculation from the rest of the
system. It provides access only to data and software that the
TPM deems trustworthy.

This approach is often used in a more generic approach to
security in the smart grid. By rendering the smart meter into
a trusted platform, a diversity of applications are enabled to
run locally at the customers site. Even old fashioned meters
are, in essence, trusted platforms since they are designed to
be tamper proof.

The main problem of this approach lies in the fact that the
TPM provides security for the ES but does not necessarily
provide privacy for the customer. What exactly is executed
within the TPM is the responsibility of the ES. If the ES issues
code that transfers sensible information, the whole TPM does
not help. In conclusion, either the ES needs to be trusted
with the private data or some auditing process is necessary to
check if the software to be run is deemed trustworthy. Since
customers typically can not do this themselves, a third party
has to provide trust in the software. This boils down to a TTP
solution.

C. Billing secured via cryptography

To provide a solution where no preliminary trust is needed,
several works suggest the usage of cryptographic commit-
ments [28]. Using those commitments, the SM calculates
the bill and additionally provides proof that it calculated it
correctly.

A commitment is a cryptographic tool that enables one
party to provide a commitment? ¢ = Commit(z,r). Given
only ¢, it is hard to compute 2. A commitment can be opened
using ¢,  and r which returns true or false. Given ¢, x and

2Given both parties agreed upon the generators of the specific commitment
scheme.
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r it is hard to compute an =’ # z and matching r’ so that
Open(c,x’,r") returns true. So, once a party transmitted a
commitment ¢, it is bound to the used values x and r.

The most often used cryptographic commitment scheme
in smart metering is by Pedersen [29]. Additionally to the
above mentioned characteristics, it offers homomorphic fea-
tures. By multiplying two commitments, their parameters are
added. By exponentiation, their parameters can be scaled. See
equation (1).

Commit(x,r) - Commit(y,s) = Commit(z+y,r+s)
Commit(z,r)k = Commit(z -k, r- k)
(1)

This property is exploited to perform billing (see Figure 3).
The SM or a trusted meter extension (ME) creates commit-
ments ¢; = Commit(z;,r;) for every measurement z; using
a random number r;. These commitments are then signed
with a key the SM got via a Public Key Infrastructure (PKI).
Then, they are transferred to the ES. Using the PKI, the
ES can now verify that the commitments were signed by
the trusted component and indeed are commitments to actual
measurements of the SM.

The ES provides the ME with tariff information for a time
period. The tariff information consists of a list of prices for
a specific time frame. The ME uses the tariff to calculate the
billing price by multiplying each measurement z; with its
corresponding price from the tariff information and summing
them up. Additionally, it does the same with the random
numbers r; used in the earlier commitments. It then transfers
the final price and the calculation of the random numbers to
the ES.

The ES checks if the price is correct by performing the
calculation on the received commitments ¢;. It ends up with
a new commitment that must open to true if the correct price
and the correct random number is used. Both are provided
by the ME.

This scheme only works for basic tariffs where every
measurement simply has to be multiplied by a factor. More
complex tariffs, for example with additional costs for going

over a certain consumption threshold, are not possible.

This is the basic principle used by Jawurek et al. [30] and
Molina-Markham et al. [9].

Rial and Danezis [31] provide a solution that is also based
on commitments. But in addition to the basic case, they also
provide a protocol that is able to perform complex tariffs.
They use an extensive toolbox of cryptographic functions and
zero knowledge proofs that are out of scope for this paper.

D. Summary

Since metering for billing effectively is about handling
money, it is mainly concerned with trust. All three generic
approaches to this problem differ mainly in who they trust.

The solutions of Section I1I-A solve the problem by in-
serting a trusted third party into the chain. Since someone
or something needs to be trusted, the introduction of such a
trustee is an easy solution. But the enormous trust put into
this party makes it difficult to decide who should be this party.

The approach of using trusted computing (111-B) essentially
renders the metering infrastructure into a trusted party. But
the security of the walled TPM garden is up to discussion and
often doubted to withstand profound attacks [32]. Essentially,
the providers of the TPM platform have to be trusted to
provide a secure platform.

Using cryptography (111-C) to ensure correct billing offers
the possibility to put the trust in science. The ES has to trust,
that the SM emits and transmits correct commitments. Since
this is not a complex operation, it can be done within the
SM and be trusted as much as the emitted meter data itself is
trusted. Since the customer only transfers commitments and
a final price, his privacy remains protected. This approach
looks especially promising if simple tariffs are used. More
complex tariffs are difficult and require a much bigger set of
cryptographic primitives. To support them, the complexity of
software is immense and thus the probability of errors grows.
This limits acceptance of such solutions by the industry.

IV. APPROACHES TO METERING FOR OPERATIONS

The problem of metering for operations leaves more room
for different approaches than the billing problem. With its
main application to provide monitoring capabilities for the
distribution system operator, it is up to the definition of that
task to decide when exactly the problem is considered as
solved.

A solution to metering for operations enables the DSO to
monitor the grid without violating the privacy of customers.
What capabilities the task of “monitoring the grid” exactly
contains differs from work to work. A general consensus
seems to be found in the fact that the DSO only needs
to monitor sections of the power grid as a whole which
enables aggregation as a form of privacy enhancement. The
granularity of aggregation, i.e. how many customers are
aggregated together, is a trade-off between privacy and utility
that is not further examined in the covered approaches.

Since there are plenty of different approaches, this section
is structured into several subsections. Each subsection dis-
cusses a different approach to the problem. First the approach
is described in a generic way, then the works that use the
examined approach are discussed.

A. Provide anonymization or pseudonymization without ag-
gregation

A simple approach to solve the problem is the removal
of identifying features from all meter readings. This results
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either in completely anonymous meter readings or in meter
readings with pseudonyms.

To perform some form of authentication, most works
introduce a trusted third party (TTP). The TTP acts as an
intermediary and has to be fully trusted by both, the DSO and
the customer. While collecting meter readings from SMs, the
TTP can authenticate the smart meter and remove identifying
information or substitute it with pseudonyms.

In papers published by Petrlic [26] and Molina-Markham
et al. [9], the TTP acts as an information relay and just
passes measurements from smart meters to the DSO. The
measurements are signed and encrypted by using certificates
and a PKI. The TTP checks the validity of signatures from
the smart meters, then removes them and any information
about the smart meter. The remaining information is signed
with the TTP’s certificate, encrypted for and then sent to the
DSO.

This simple scheme achieves privacy for the customer,
but has side-channels of information depending on the ca-
pabilities of an adversary. If an adversary can listen to
communication between SM and TTP, it can provide the DSO
with a list of timestamps when which SM sent something
to the TTP. Matching this list against the actually received
measurements, the DSO achieves at least some insight into
which measurement came from which SM. The adversary
does not need to be able to decrypt any messages. Just the
event of sending data to the TTP is linkable to the event of
the TTP sending data to the DSO. For a discussion of the
traffic analysis problem, see the works of Chaum [33].

Efthymiou and Kalogridis [34] provide a solution that
avoids this problem by performing pseudonymization. In their
approach, the SM sends its measurements directly to the DSO.
A TTP is introduced but does not act as an intermediary.
Instead it functions as a trust anchor. SMs use two sets of
credentials while communicating with the DSO. One set is for
low-frequency measurements and contains certificates signed
by the DSO which identify the smart meter. The other set
is for high-frequency measurements and contains anonymous
certificates that do not identify the smart meter. Essentially,
these are pseudonyms which are signed by the TTP. The setup
process for those identities is fairly complex and thoroughly
described in the paper. It includes several randomly chosen
waiting times that help to provide unlinkability of events. The
time intervals are in the region of days. For example, if a new
meter is installed, the DSO could easily link high-frequency
and low-frequency identities if they would be set up at the
same time.

An approach to pseudonyms without a TTP is presented
by Finster and Baumgart [35]. It uses blind signatures to
achieve the distribution of pseudonyms to smart meters by
the DSO without revealing the mapping between pseudonym
and smart meter. The used pseudonyms are public keys
which are generated by smart meters and for which only
the generating smart meter knows the private key. Meter
readings are encrypted for the DSO and signed by smart
meters using their private key and the public key of the DSO.
Afterwards, the smart meter’s public key together with the
signature on the public key by the DSO is attached to the
meter reading. The DSO can then check if the public key
and the meter reading are properly signed. To submit a meter
reading from a smart meter to the DSO, a smart meter takes
part in a peer-to-peer anonymity network and therefore sends
meter readings through multiple other smart meters before
they reach the DSO. This prevents the DSO from learning
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Fig. 4. Metering for operations via a trusted third party with aggregation:
Smart Meters send meter readings to the trusted third party. The trusted third
party aggregates all received meter readings and sends a single value to the
energy supplier. As described in [23].

a mapping between network address and pseudonym which
could later be used to break the pseudonym.

B. Aggregation with a trusted third party

Bohli et al. [23] avoid the side-channel problem through
aggregation. The TTP, additionally to anonymization, ag-
gregates meter readings. Instead of sending an incoming
meter reading immediately, they wait until all SMs sent their
reading, aggregate all those readings and then send only that
aggregation to the DSO. This effectively unlinks events on
both communication channels and provides privacy. But the
DSO receives only aggregated data. This is illustrated in
Figure 4.

Kim et al. [36] provide a related scheme which uses an
obfuscation function to protect privacy. In this scheme, the
state of the electrical grid is estimated using a function that
operates on a vector of SM measurements. The measurements
of SMs are then obfuscated in such a way that they are far
different from their original values and that it is difficult
to deduce an original value from the obfuscated one. This
obfuscation is performed in a way that guarantees that the
state estimation function results in the same state as with
the original values. The obfuscated measurements are sent
to a third party computing service that combines them and
performs the state estimation function. The result is then
returned to the DSO.

Vetter et al. [37] propose a hybrid approach which uses
homomorphic encryption [38] in combination with a trusted
third party that manages certificates and cryptographic keys
for smart meters.

Homomorphic encryption enables the encryption of data
in such a way that the encrypted data can still be used
for calculations. A fully homomorphic encryption scheme
allows to perform multiplication and addition of the cipher-
texts. Such schemes are fairly new and complex. A partially
homomorphic encryption scheme allows only one of those
operations. Such schemes are more common. For aggregating
meter readings, only addition is necessary.

A bihomomorphic encryption scheme is homomorph not
only in data, but also in keys. Thus, when one value v is
encrypted with key a, resulting in v, and another value w is
encrypted with key b (wy), the sum v, + wy, = x4y Ccan be
decrypted with the key a + b.
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Fig. 5. Metering for operations using homomorphic encryption as described
in [37]. SMs receive private keys for the homomorphic encryption scheme
from the key authority. Using this key, they send their encrypted measure-
ments to a central storage. The DSO requests a combined key for certain
groups of smart meters. If this is in compliance with the key authorities
privacy policy, it calculates the respective key and transmits it to the DSO.
With the data received from the storage and the calculated key, the DSO can
decrypt the aggregated meter readings.

In [37], depicted in Figure 5, every smart meter encrypts
his measurements using a bihomomorphic encryption scheme
and a private key issued by a trusted third party, the key
authority (KA). The encrypted measurements are then sent to
a central storage. This central storage can be queried from
other parties, for example by the DSO. The central storage
has no access to any keys and deals only in encrypted data.
Therefore, it does not need to be trusted to keep data secret.
It only has to be functionally trusted.

To work with the data which is retrieved from the central
storage, the correct decryption key must be known. To protect
the privacy of a single smart meter, the KA only hands
out keys that can be used to decrypt the aggregation of
measurements from a group of smart meters. This is achieved
by exploiting the additive homomorphic property of the keys
in the used encryption scheme. For example, the DSO can
request the sum of measurements for a group of smart meters
from the central storage. It retrieves the decryption key for
that group from the KA and then decrypts the aggregated
value.

This approach enables a separation of functions: a storage
or database provider that can be untrusted and a trusted third
party that only manages keys and certificates.

C. Aggregation without a trusted third party

The following section describes approaches, where the
privacy of the customer is protected by aggregating the
measured data with the data of other customers before the
DSO gets access to them. And aggregation is done without
the support of a trusted third party.

The main challenge in this scenario is how a single
customer is able to add his data to the aggregate without
revealing his data to other customers or the distribution
system operator.

This problem can be described as “calculating with un-
known data”. The tool used in most works is homomorphic
encryption.

The following approaches all use homomorphic encryption
and differ mainly in two points (see also: Table ).

e Who performs aggregation?

e How are keys managed?

An approach suggested by Li et al. [39], [40] uses a WLAN
mesh network to connect smart meters. The DSO organizes
the SMs in a tree with itself at the root. The approach
uses a homomorphic scheme with asymmetric keys (Paillier
and Pointcheval [45]) and distributes the DSO’s key through
the network. Thus, every SM is capable of encrypting his
measurements in such a way that only the DSO can decrypt
them, but every SM can aggregate them. The leaf nodes of the
tree start by passing their encrypted meter readings to their
parents. All other nodes wait until they receive data from
their children, aggregates their encrypted measurement with
the received data and then send it further up the aggregation
tree.

Marmol et al. [41], [42] exploit a bihomomorphic encryp-
tion scheme (Armknecht et al. [46]) to perform aggregation.
Instead of measurements, this approach aggregates keys. Each
SM chooses a random key of a bihomomorphic encryption
scheme. Measurements are encrypted with that key and then
sent to the DSO using a secure channel that hides the identity
of the SM. The keys are aggregated within a group of SMs
by electing a random SM as aggregator. This SM sums up
the keys and sends the result to the DSO. With this key, the
DSO can decrypt the sum of encrypted measurements.

If the aggregating SM cooperated with the DSO, it could
transfer individual keys to the DSO. Since a mapping between
individual key and encrypted measurement is not available,
the DSO would have to try all possible combinations. Al-
though such an attack would be computationally expensive,
an additional step is done to eliminate it.

To prevent this attack, the SMs of a group arrange them-
selves in a ring structure. Using this ring structure, the SMs
cooperatively manipulate their keys in such a way, that the
individual keys change, but the aggregated key stays the same.
Therefore, the individual keys that were once transferred to
the aggregator are no longer in use. Even if the aggregator
shares those keys with the DSO, they can not be used to
decrypt individual measurements. However, if a SM joins or
leaves the group, the aggregated key must be recalculated.

In [43] by Garcia and Jacobs, aggregation is done by using
some primitives from the Slice-Mix-Aggregate algorithm
(SMART) published in [47]. The protocol described in [43]
uses a concentrator at the neighborhood level. Every SM in
the neighborhood has its own public key for the homomorphic
encryption scheme. Using the concentrator as a hub, these
private keys are exchanged within the neighborhood, so that
every SM knows the public key of all other SMs within his
neighborhood. Every smart meter then takes his measurement
and splits it into one share per meter in the neighborhood
(including himself). Every share but the one for himself is
encrypted with the public key for the respective smart meter
and then sent to the concentrator. The concentrator uses the
properties of the homomaorphic encryption scheme to sum up
all encrypted shares destined for a smart meter and then sends
that sum to the respective smart meter. All smart meters wait
for that sum to arrive, decrypt it and add the share they kept
back. This sum is then sent to the concentrator unencrypted,
so that the concentrator can aggregate and result in a final
sum that equals the sum of all measurements.

An important property of this approach is the usage of
additional infrastructure, the central hub per neighborhood.
Through the application of homomorphic encryption, this hub
does not need to be trusted since it can not derive information
from the data presented to it. There is also no special trust in
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TABLE I. COMPARISON OF AGGREGATION WITHOUT TTP
Paper Required Aggregate Aggregation performed by Key management
cryptosystem
[39], [40] | Homomorphic Meter readings Several SMs (in-network within aggregation | DSO distributes its public key throughout the

tree)

network

[41], [42] | Bihomomorphic Cryptographic keys | Randomly chosen SM within group Each SM uses a randomly generated key and
submits it to the designated SM
[43] Homomorphic Meter readings Every SM but only using data that is not yet | Each SM uses a randomly generated key, public
complete (which provides privacy) keys are distributed by the neighborhood concen-
trator
[44] None (SMART) Meter readings Every SM but only using masked readings None
- TABLE II. COMPARISON OF TTP METERING
the smart meters of the neighborhood necessary except that at
least two smart meters must be non-malicious to keep privacy. [ Paper | TTP Role Provided Data
If all smart meters but one are malicious, the privacy of the [9], [26] | Data gateway Metering data from individual meters
non-malicious smart meter is at risk. using pseudonymization or anonymiza-
An approach suggested by Finster and Baumgart [44] relies i - - g‘f” t°| pro"'d: p“‘;acy S
H _ HV H H rust anchor |recty transferre pseuaonymized In-
solely.on the Slice Mix-Aggregate a_Igorlthm [47] for privacy dividual meter readings
compliant aggregation and does without homomorphic en- 23] Data gateway and | Metering data aggregated over a group
cryption. Smart meters are arranged in an aggregation tree aggregator of smart meters
that is built using a peer-to-peer overlay (e.g., Chord [48]). [37] Key authority Metering data aggregated over a group
In this tree, the leafs consist of small groups of smart meters. of smart meters

Within a leaf, the Slice-Mix-Aggregate algorithm is used to
mask the meter readings of all members in such a way that
each single meter reading is randomly distorted but the sum
of all meter readings stays the same. The members of a leaf
then send their masked readings to the parent. All non-leaf
smart meters receive the meter readings from their children,
aggregate all incoming meter readings with its own meter
reading and finally pass the sum up to the next smart meter
in the aggregation tree. In a last step the root of the tree
passes the sum to the DSO.

D. Submit imprecise data

The possibility to submit imprecise data is a largely ignored
approach to the problem. The sampling interval of smart
metering already limits its accuracy. Therefore, results of
smart metering are only an approximation of the real state
of the power grid. One could argue, that this impreciseness
provides some leeway for privacy enhancement. As long as
it does not hurt the overall precision too much, a single
smart meter could submit data that is imprecise enough to
conceal some privacy relevant features. The problem with
this approach is that it needs some form of cooperation
between smart meters. If all smart meters submitted imprecise
data without coordination, overall precision would suffer
tremendously.

Bohli et al. [23] propose, that smart meters add random
noise to their measurements and submit that fuzzed data to
the DSO. But this noise is not totally random. It is generated
by a distribution with known variance and expectation. For a
great number of smart meters, the sum of the noise is then
known. If every SM adds that noise to its readings, the DSO
simply has to subtract the expected value of the noise from
the aggregated meter readings. It will receive the sum of the
original meter readings up to some accuracy. The weak point
of this approach is the large number of smart meters that have
to participate. To achieve acceptable privacy, millions of smart
meters are necessary, which makes the implementation of this
specific approach impractical.

E. Summary

Metering for operations mainly deals with the problem of
keeping the customer’s information private while providing

time-accurate monitoring of the grid. Unlike metering for
billing, measurements can not be aggregated over time and
therefore measurements are often aggregated over different
smart meters.

For approaches in Section IV-A, pseudonymization or
anonymization services are provided to smart meters. The
approaches in this section do not aggregate meter readings.
They provide the DSO with individual information about
each meter, but try to keep the identity of the meter se-
cret. This is either done by removing all information about
the meter or substituting all identifying information with
pseudonyms. This operation resembles closely the concept of
network mixes for anonymous electronic mail where privacy
relevant information is removed by an intermediate system.
Special attention has to be paid to possible information side-
channels. For example, the appearance or disappearance of a
pseudonym could be traced to a new or leaving customer
and therefore reveal the mapping between customer and
pseudonym.

The approaches outlined in Section IV-B aggregate meter
readings of several smart meters using a TTP. This re-
moves some of the problems that a simple anonymization
or pseudonymization solution has. An overview how TTPs
are used is given in Table II.

The question why a TTP should be trusted and who should
be the TTP are avoided by approaches in Section IV-C.
Instead of relying on a TTP to provide privacy, these solutions
perform aggregation among the smart meters. To prevent
smart meters from threatening each others privacy, these
approaches often use homomorphic encryption. If a third
party is used, it does not need to be trusted.

Finally, Section IV-D describes an approach where an
individual smart meter submits a value that is so inaccurate
that it no longer threatens privacy. Metering is established by
knowing in advance how inaccurate meter readings will be
for a large number of meters.

V. AvoID GENERATING DATA THAT POSES A PRIVACY
RIsSK

In this section, approaches are outlined that solve both
problems stated in Section II-C at once. This is done by
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avoiding the existence of privacy-relevant data in the first
place. This can either be done by not generating privacy-
relevant data or pose limitations on the ability to measure
privacy-relevant data. Therefore, there are two basic concepts:

e Shape the resulting and reported load of a customer
to be not privacy-relevant. We will call this concept
battery concept and it is covered in Section V-A.

e Reduce the sampling rate of measurements of the SM
to a rate that does no longer pose a threat to privacy.
We will call this concept sampling concept and it is
covered in Section V-B.

Both of these concepts only need modifications at the
customers site and do not rely on cooperation with other
customers or the energy supplier. Since they are orthogonal to
other approaches covered in this paper, they can be combined
with them to further improve privacy.

A. Battery concept

The battery concept is an approach where the energy
consumption of a household is shaped in such a way that the
time discrete observation of said load by the SM does reveal
as little private information as possible. In this approach,
the meter readings of the SM are not privacy-threatening,
regardless of the sampling rate. It is proposed by Kalogridis
et al. [49], [50] and McLaughlin et al. [51].

They use a fine-granular control over energy consumption
and decentralized energy production to shape the resulting
load. A combined heat and power for example, may be able
to conceal the consumption of a stove if it is switched on and
off at the right points in time. For a more detailed control,
an in-residence energy storage (e.g., a rechargable battery) is
introduced, that can be charged and discharged accordingly.
Exemplary loads with the resulting overall load are shown in
Figure 6.

Since controlling appliances and energy production is out
of scope for a SM, these concepts introduce a ME. It is con-
nected to controllable appliances like refrigerators or washing
machines. Devices for decentralized energy production and
rechargeable batteries (e.g., an electric vehicle) are also under
its control.

There are three important questions to be addressed with
this concept.

e How can be decided what kind of load is threatening
privacy? Or more specifically, when the ME monitors
the customer’s load, what triggers it to shape the load
and to what kind of load will it shape.

e Given the limited resources of a battery, what strategy
will yield the most privacy?

e How can achieved privacy be quantified and measured?

All three papers provide the same answer to the first
question. The answer is motivated by the techniques used
by NILM (see Section II-B) to analyze loads. They try to
reduce the number of features in the resulting load. A feature
is defined as a change in the load in positive or negative
direction. For example, if a light bulb is switched on, it
generates a feature of {+100W}.

Following this argumentation, the answer to the second
question is simple. The strategy that removes more features
will yield more privacy. Yet, there are two different ap-
proaches:

In [49], [50] a water filling algorithm is used to decide if
the battery is used or not. If it recognizes a positive feature,
it tests if the battery has enough energy to compensate said

feature through discharging. If that is the case, it does so.
A negative feature is managed alike but with charging the
battery.

The algorithm employed by [51] tries to maintain a target
load by charging and discharging the battery. The initial target
load is calculated from the capacity of the battery. If the
battery has not enough energy or capacity to maintain the
target load, the algorithm switches into recovery. While in
recovery, a recovery target load is calculated from the current
load in such a way that the battery can maintain it. In example,
if the battery is empty and can not compensate a higher load
than the target load, the recovery target load is even higher
than the current load to allow the battery to charge. When
recovery is finished, a new target load is calculated using a
exponential, weighted, moving average and normal operation
is resumed.

Finally, since the resulting load is still measured by the SM
and communicated to the DSO, it is important to measure how
much information is still contained in the load. The proposed
metrics for evaluating the gained privacy are relative and
empirical entropy, cluster classification, regression analysis
and residual features.

Relative entropy (or Kullback Leibler Distance) is an
information theoretical approach. It is used to compare two
sources of information. It is used in [49], [50] by interpreting
features in the load as a stochastic process. The load before
and after load leveling forms a stochastic process. Those two
processes are then compared with relative entropy.

Cluster classification and regression analysis are used only
in [49]. The cluster classification metric simply classifies its
input data into clusters. The data set is compromised of the
power consumption values and the difference between power
values is used as a metric. Cluster classification then groups
the points in the data set into clusters while minimizing
the distance between them. It is performed on the unshaped
and the shaped load and the number of resulting clusters
is then compared. If the shaped load yields less clusters
than the unshaped load, this is interpreted as a privacy gain.
Regression analysis is a combination of cross-correlation and
regression. It shifts the unshaped load (in time) until it aligns
with the shaped load at the point of their maximum cross-
correlation. The aligned loads are then used in a simple linear
regression. The quality of the resulting predictor is then used
as a measure of the privacy protection.

In [51], two metrics are used. First, the number of features
left in the shaped load are counted and compared to the
number of features in the unshaped load (residual features).
As a second metric entropy is used. But unlike relative
entropy, the empirical entropy per shaped and unshaped load
is calculated independently and then compared with each
other.

An overview over the different approaches is presented in
table 111

Through the usage of different metrics, it is not possible to
reliably compare the two algorithms for gained privacy. All
works conclude that the concept is effective but its efficiency
depends on the availability of advanced battery technology.

It is also remarkable that both algorithms target a steady
load and measure its success by observing features and
entropy. What kind of privacy gains a randomized load would
cause is not covered and metrics to measure that kind of
privacy are also still missing. A more recent work on the
trade-off between privacy protection and usefulness of the
resulting data set by Rajagopalan et al. [52] could be a good
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Load levelling: By using decentralised energy production and in-resident energy storage like a battery, loads can be coordinated in such a way that

the resulting load that is seen by the utility reveals only minimum private information.

TABLE III. COMPARISON OF WORKS USING A RECHARGABLE BATTERY FOR LOAD SHAPING
| Paper | Battery control algorithm | Privacy evaluation metrics Origin of metering data for evaluation Battery sizes
[49] Water filling algorithm Relative entropy, cluster classifica- | 24h measured appartment, simulation 0.5,1,2,4kWh
tion, regression analysis
[50] Water filling algorithm Relative entropy 24h measured appartment 0.5,1,2,4kWh
[51] Adaptive target load Residual features, empirical en- | 1-2 months, 1 appartment 1 town house 0.6kWh
tropy

starting point for future approaches using the battery concept.

B. Sampling concept

Cardenas et al. [53] provide a new approach to privacy
problems of smart metering by arguing that the sampling
rate of smart meters is a design parameter of demand side
management.

They concentrate on demand side management schemes
as the limiting factor for smart metering sampling frequency.
The higher the sampling frequency, the better a DSM scheme
works. By modeling DSM schemes as discrete time control
systems, the closed-loop system properties of this systems
can be observed for varying sampling frequencies. Through
this formalization it is possible to formulate an optimization
problem that finds the largest sampling frequency so that
the closed-loop property remains within the set of desirable
performance goals.

In this brief paper, only the concept and examples are pro-
vided. But in future work, detailed studies of DSM schemes
and their closed-loop properties are promised.

C. Summary

There are two basic concepts that try to inhibit the existence
of data that threatens privacy.

One of them is shaping the load that is measured and billed
by DSO and ES. It tries to fix the source of the data. But this
concept heavily relies on the capability to shape the load. In
current works, this is done via batteries. The feasibility of this
approach is tightly connected to the availability of efficient
and cheap batteries.

The other concept target the observer of the data. By
limiting the rate at which smart meters sample, privacy is
at least enhanced. But the sweet spot between privacy and
functionality has yet to be found. And if that sweet spot will
provide enough privacy is a highly anticipated result of future
research.

V1. COMPARISON OF THE GENERIC APPROACHES

In this section, we provide a comparison of the generic ap-
proaches to metering for billing and metering for operations.
This comparison is not on the level of specific papers, but
on the level of the different categories used in this survey.
Note, that this comparison does not include the approaches
described in Section V. Their focus on the avoidance of
data at the customer’s site makes it impossible to compare
them to the other approaches. The changes proposed by them
change merely behavior at the customer’s site. This, however,
makes them great candidates to improve other approaches or
to mitigate their shortcomings.

We will compare the different approaches on the following
properties:

e SM complexity: computing complexity or otherwise

necessary changes at the customer’s site

e Infrastructure complexity: computing complexity or

otherwise necessary changes outside the customer’s site

e Attack complexity: the capabilities needed for an adver-

sary to break privacy or the minimum complexity of a
successful attack

We start by covering metering for billing and follow with
metering for operations.

A. Comparison of approaches to metering for billing

We classified approaches in three groups:

e Trusted Third Party

e Trusted computing

e Cryptographic proofs

A comparison of these groups regarding SM complexity
shows that the TTP solution has the lowest requirements
concerning the smart meter. Only basic and industry standard
cryptography is necessary to open trusted and secured con-
nections to the TTP. The trusted computing approach needs
additional hardware in smart meters and therefore has a higher
SM complexity. The solution with cryptographic proofs has
the highest SM complexity since it needs complex software
and computations for the involved cryptography.
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TABLE IV. COMPARISON OF APPROACHES TO METERING FOR
BILLING
Approach SM Infrastructure Attack com-
complexity complexity plexity
Trusted Third Party low high high
Trusted Computing medium medium medium
Cryptographic Proofs | high low-medium high

This order is almost reversed when infrastructure complex-
ity is observed. The TTP approach obviously needs a trusted
third party to be set up and maintained. This is not only
a technical overhead but also a strategical overhead. Since
the trust in the TTP needs to be well-grounded, the question
of who is responsible for it is hard to answer. Therefore,
the infrastructure complexity is very high. With the trusted
computing approach, the cryptography for handling signed
and encrypted messages is necessary. But also, the trusted
computing hardware has to be set up and managed. Infrastruc-
ture complexity is therefore considered medium. When using
cryptographic proofs, the infrastructure complexity depends
on the used cryptographic schemes. In most cases it is only
necessary to check the provided data for correctness. This can
be very simple (e.g., [30]) or more complex (e.g., [31]).

The capabilities needed to gain sensible information from
the TTP approach are either to listen on the secured con-
nection or to compromise the TTP. Assuming up to date
functionality is used to secure connections and infrastructure,
both needed capabilities are considered hard. For a trusted
computing solution, an adversary can not get information by
listening on the connection since the transmitted information
is already considered privacy-aware. This transformation is
performed by the trusted computing module within the smart
meter and sensible data therefore does not leave the smart
meter. For the adversary to get information, the software to
be run within the trusted platform module has to be mod-
ified. The adversary therefore has to compromise whoever
blesses this software with trustworthyness or the TPM itself.
Considering that the TPM is a static target (compared to the
moving target of up to date secure connections), the needed
capabilities are less than for the generic TTP approach. The
approach with cryptographic proofs is the hardest target for
an adversary. Neither the software on the SM is variable,
nor sensible data is transmitted. An adversary would have to
compromise the smart meter itself or find information leaks
in the cryptographic proofs.

A tabular overview is given in Table IV.

B. Comparison of approaches to metering for operations

We classified approaches in four groups:

e Anonymization or pseudonymization without aggrega-

tion

e Aggregation using a TTP

e Aggregation without TTP

e Submit imprecise data

Concerning smart meter complexity, the non-aggregating
approach has the lowest requirements. An exception to this
is [35]. Since this approach does not use a TTP, the SM
complexity is higher. Aggregation using a TTP has in general
a very low SM complexity. As shown by [37], a separation
of data storage and data management can increase complex-
ity enormously. But this is not a problem of the generic
approach. Most of the outlined approaches of aggregation
without TTP rely heavily on homomorphic encryption and, in
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TABLE V. COMPARISON OF APPROACHES TO METERING FOR

OPERATIONS

Approach SM Infrastructure Attack com-
complexity Complexity plexity

Anon- / pseudonymization | low high high

without aggregation

TTP with aggregation low high high

Aggregation without TTP high low medium

Submit imprecise data low low high

part, complex coordination of smart meters with other smart
meters. The complexity of this approaches is therefore high.
An outsider to the generic approaches is the submission of
imprecise data. Although SM complexity is very low in this
approach, it shows problems concerning feasibility.

Infrastructure complexity is high for approaches using
a TTP. Since, again, a TTP has to be set up and main-
tained. The additional effort for aggregation is only marginal.
Therefor both categories, anonymization without aggregation
and aggregation using a TTP are considered to have high
infrastructure complexity. An exception is again [35] which
does not need a TTP and has only low infrastructure complex-
ity. For aggregation without TTP, infrastructure complexity
is medium. Depending on the specific approach, the DSO
only needs to decrypt received values using a homomorphic
encryption scheme. Additionally a coordination of SMs is
necessary in some approaches but this does not justify a
higher rating in the infrastructure category since this can be
done by the smart meters alone. The submission of imprecise
data also provides the lowest complexity for infrastructure
since the DSO only needs to calculate and remove the
imprecise part to retrieve usable data.

For approaches using anonymization or pseudonymization
without aggregation and for approaches using aggregation
with a TTP, an adversary needs the same capabilities as in
metering for billing via TTP: Listening on secured connec-
tions or compromising the TTP. Therefore, the ratings are
the same. Aggregation without TTP provides more attack
vectors for an adversary. In some approaches, the placement
of a smart meter in an aggregation tree or its role within the
system is crucial. If this can be influenced by the adversary,
there is a higher risk of a privacy threat. Especially a sybil
attack [54], where an attacker introduces a number of forged
identities, has to be taken into account. Using this attack,
it would be easier to place a malicious smart meter in a
sensitive position. Additionally, most covered approaches rely
on homomaorphic encryption schemes. If an attack on the spe-
cific implementation is published, the smart metering protocol
is immediately broken. Therefore, an adversary needs only
medium capabilities. The submission of imprecise data has
no viable attack vector except compromising the smart meter
itself. Considering the software on the smart meter is fixed,
this is deemed hard.

A summary can be found in Table V.

VIlI. CONCLUDING REMARKS AND FUTURE RESEARCH

In this survey, we presented various approaches to protect
the privacy of customers while still using smart metering.
We identified two problems that have to be solved to realize
privacy aware smart metering: metering for billing and the
metering for operations. We identified the approaches to these
problems in research concerning privacy in smart metering.
Using a categorization of the different generic approaches,
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we provided an overview over the specific solutions and a
comparison of the generic approaches.

Which of these approaches is best suited for the task
depends on multiple factors. An important one will be the
willingness of distribution system operators and energy sup-
pliers to adopt new technology. Approaches that rely on
already proven industry standards are in a clear advantage.

Finally, we close this survey with our thoughts on future
research in the covered field:

Research in this field is currently at an early state. Most
works merely state an idea to a solution of the specific
problem. A thorough analysis of the behavior of the proposed
solution under real world conditions is often left out. Espe-
cially the communication between smart meters themselves
and smart meters with the distribution system operator or
energy supplier are seldom analyzed. Considering that these
connections are also subject to failures or attacks, a solution
has to take in account what happens when those appear.
Especially approaches that use interaction between smart
meters must consider what happens if a smart meter suddenly
becomes unavailable. A good solution must recover from such
a state, signal problems to the data sink and still provide data.
An important task will be to actually implement and test these
ideas under real world conditions

One important point of the early visions for the smart grid
involved the simplified process of meter deployment. Focus
on this feature got lost in most works while concentrating on
privacy. But even a very good solution (considering privacy
protection) will have troubles being accepted by industry if
it involves complicated setup procedures and maintenance.
Self-organization is an important topic that could ease the
deployment process and therefore improve industry accep-
tance.
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