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Abstract—The IETF working group Next Steps in Signaling
(NSIS) develops signaling protocols for Quality-of-Service (QoS)
reservations or dynamic NAT and firewall (NAT/FW) configura-
tion. QoS signaling allows for on-demand resource reservations
in order to provide guaranteed quality-of-service for real-time
oriented services in IP-based next generation networks whereas
NAT/FW signaling allows for establishing pinholes in firewalls or
bindings in NAT devices. QoS signaling must be secured to allow
for a reliable accounting and NAT/FW configuration is a sensitive
operation per se. This paper presents an approach that provides
an integrity protection of NSLP signaling messages by extending
an NSLP Session Authorization Object. A worked example for
secure QoS signaling in a Kerberos-secured domain is given.

I. INTRODUCTION

Signaling protocols for IP resource control constitute an
important component for next generation networks. For in-
stance, interactive real-time services like Voice-over-IP usually
require some stronger Quality-of-Service (QoS) guarantees
than today’s Internet can provide. For such interactive media
streams a minimum throughput and an upper bound for end-
to-end delay should be guaranteed by the network. Hard
guarantees require resource reservation and some kind of
admission control within a service class in order to maintain
guarantees for already admitted users. As an example the
Expedited Forwarding class of the Differentiated Services
Architecture [1] can provide strong guarantees for interactive
real-time services, but it requires admission control to work
properly. Such on-demand admission control requires a QoS
signaling solution.

The IETF working group Next Steps in Signaling (NSIS)
was established to address the shortcomings [2], [3] of the
already existing Resource Reservation Protocol (RSVP) [4].
Some of the deficiencies of RSVP include lacking support
for mobility, the constitution of only a single-layer protocol,
limitation to end-to-end reservations, or that reservations could
only be performed from the receiver-side. The NSIS working
group started to define a new suite of Internet signaling
protocols with Quality-of-Service signaling as a first use case.
As a second use case NAT/FW configuration was considered,
that allows for establishing pinholes in firewalls or bindings
in NAT devices.

In both cases secure signaling is an important requirement:
Services that require QoS support must be accounted differ-
ently from normal services, otherwise every user would simply

request always the best QoS, leading to a best-effort scenario
again. Thus, a reliable and secure accounting is an essen-
tial feature in the context of QoS signaling. Consequently,
this means that every resource reservation request must be
authenticated in order to allow for a secure and reliable
accounting. Likewise every firewall configuration action must
be authenticated properly to avoid unauthorized access.

Currently missing, however, is a possibility to authenticate
NSIS signaling messages on a per session or per user basis.
As discussed in Section III, there exist several proposals that
convey authorization tokens within signaling messages, but
they do not correlate the signaling message itself with the
authorization information.

We propose to use an NSIS-based signaling solution as part
of an overarching QoS control mechanism for the ScaleNet
architecture [5], which constitutes a Next Generation Network
approach. This paper intends to extend an already existing
proposal to provide authenticated and integrity protected NSIS
signaling. The latter is important, because only an initial
authentication for a session offers many opportunities for
attackers to gain unauthorized access to resources. In order
to allow for securing every signaling message the chosen ap-
proach is lightweight, because it uses keyed hashing to “sign”
each message and is therefore computationally inexpensive.

The paper is structured as follows: first we give a brief
overview of the NSIS architecture and protocols in Section II.
We describe related work in Section III, before our approach
is presented in Section IV. In Section V an example using
Kerberos is shown before the paper is concluded in Section VI.

II. SIGNALING WITH NSIS

The NSIS protocol suite has a two-layer protocol structure,
in order to fulfill the requirements for extensible, generic
signaling [6]. Its conceptual architecture is illustrated in
Figure 1. The lower layer is termed NSIS Transport Layer
Protocol (NTLP) and is mainly responsible for transporting
any kind of NSIS signaling. The upper layer protocol is called
NSIS Signaling Layer Protocol (NSLP) and depends on the
particular signaling application, like resource reservation or
NAT and firewall configuration for instance. The following
sections mainly discuss QoS NSLP as an example, but the
proposed mechanisms will work for other NSLPs as well.
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Figure 1. Layered architecture of the NSIS protocols

The Quality-of-Service NSIS Signaling Layer Protocol
(QoS NSLP) [7] was defined by the NSIS working group
as one part of a larger suite of signaling protocols that are
supported by the NSIS framework [8]. It works on top of
the NTLP layer which is responsible for hop-by-hop based
signaling message delivery. QoS NSLP is independent of a
specific QoS model such as IntServ or DiffServ and is mainly
used to establish and maintain state along the nodes of a
path to guarantee resource reservations within IP networks.
It supports both, sender or receiver-initiated reservations, or
even reservations between arbitrary nodes. QoS NSLP is used
as a signaling protocol only, so that Resource Management
Function related information must be carried in a separate
object, called QSPEC.

The General Internet Signalling Transport (GIST) [9] was
defined as a protocol implementation of the NTLP layer
to provide a common protocol stack for transporting and
routing signaling messages through the network. GIST uses
message routing to determine the next GIST peer along the
signaling path and builds therefore a transport abstraction for
the upper NSLP layer. GIST was designed to use already
existing transport protocols, such as UDP, TCP, or SCTP, as
well as underlying security mechanisms, such as Transport
Layer Security (TLS) or IPsec. These secured connections are
however only based on a hop-by-hop node level, i. e., they can
not be used for a secured end-to-end path as being established
by the signaling applications itself. In order to manage critical
resources like QoS reservations or firewall pinholes GIST does
not offer appropriate mechanisms to verify a given host’s
identity (Authentication), check whether the host is authorized
to make use of a particular service (Authorization), and finally
account a host’s credit once it actually uses this service
(Accounting).

Security within NSIS is therefore limited to already existing
channel security mechanisms like TLS or IPsec as provided by
the NTLP layer. However, TLS at GIST level between nodes is
not appropriate, since this protection is not related to sessions
and the user level. That is, security of NSIS is insufficient for
secure accounting or authorization of resource reservation.

III. RELATED WORK

GIST’s security mechanisms are primarily concerned on a
secure delivery of signaling messages between adjacent peers,
whereas the upper layer needs different security properties
with a stronger authorization functionality [10]. Therefore QoS
signaling protocols should provide capabilities for authentica-
tion and authorization of QoS requests. Tsenov et al. [11]
provided an approach for authentication and authorization
that can be used by NSIS, by integrating the Extensible
Authentication Protocol (EAP) into QoS-NSLP. The authors
defined a new EAP policy element that carries EAP packets
within exchanged QoS-NSLP messages. However, although
this approach integrates smoothly into the existing NSLP
message exchange procedure, it requires all NSLP nodes to be
aware of this policy element. Further it does not integrity pro-
tect specific NSLP objects like QSPEC, but rather focuses on
providing an authentication mechanism only and accomplishes
a cryptographic channel binding by tying EAP with GIST’s
TLS. In [12] a special authorization application is defined and
public key cryptography is used for authentication. Compared
to the mechanisms proposed in this paper, both approaches are
more heavy weight, because they use backend communication
to policy servers as well as public cryptography for verification
of the authenticity of requests. Furthermore, NSLP message
content is not included into such authenticity checks. In [13] an
NTLP-based hop-by-hop and per session protection based on
a temporary public/private key pair (Diffie Hellman exchange)
was proposed. This approach is less scalable due to its session
orientation and signatures based on public-key cryptography.

In order to provide a policy-based per-session authorization
and admission control it is necessary to define a Session
Authorization Policy Element [14] that supports the exchange
of this particular information. A resource reservation message
must hold information that may be used by a host to verify
the validity of a reservation request. An individually submitted
Draft [15] was proposed that defines a new NSLP layer object,
called AUTH_SESSION that should be used to allow for a
finer-grained admission control.

The AUTH_SESSION object relies on the provision of
authorization tokens by a trusted third party. These tokens can
be used by clients to sign their requests and prove authenticity.
Network elements are then able to verify the requests and pro-
cess the resource reservation message according to admission
policies. It is possible to add more than one AUTH_SESSION
object in one single message in order to provide end-to-
end signaling along a path of different networks. This allows
network elements to use the identifiers of authorizing entities
that belong to third parties they trust.

The Session Authorization Object format—as depicted in
Figure 2—contains a generic NSLP object header followed
by a list of Session Authorization Attributes that describe the
session and can be used to authorize the resource reservation
request. The bits A and B are extensibility flags and specify
the desired treatment for objects yet unknown to the receiver.



They specify mandatory objects or objects that can be ignored,
or whether they should be forwarded.
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Figure 2. Session Authorization Object Format

A Session Authorization Attribute is composed of four
different fields, namely the length, its type and subtype, and the
attribute specific information. Figure 3 illustrates the generic
format of an attribute. Attributes that are currently defined by
the draft are the Authorizing Entity Identifier, such as a Fully
Qualified Domain Name or a digital certificate, source and
destination address of the authorized session, start and end
time of the authorized session, and finally the authentication
data which signs all the data in the policy element.
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Figure 3. Format of a Session Authorization Attribute

The draft refers to different use case scenarios that can
be applied to ensure the integrity of AUTH_SESSION policy
elements. They are namely: Shared symmetric keys, Kerberos,
Public key.

The shared symmetric key’s operational setting relies on
shared symmetric keys between the Authorizing Entity and
the network router/PEP. In this case the first 32 bit of the
authentication data field serve as key ID to identify the
corresponding signing key. The key context further holds the
lifetime parameters of its validity as well as a cryptographic
algorithm identifier which indicates the algorithm that is to be
used with this key.

Kerberos authentication mechanisms are currently not de-
fined by the draft [7]. Public key authorization may be applied
based on X.509 or PGP certificates. An authorizing entity, e. g.,
a AAA server, uses its private key to generate the authenti-
cation data. Its public key can be used by authenticators like
network routers to verify the validity of the policy element.

An authorizing entity generates the AUTH_SESSION policy
element according to a framework for session set-up and
resource reservations for media flows [16]. In order to prevent
replay attacks either a start time or a session ID must be
included into the element. The AUTH_SESSION object can
be used with QUERY, RESERVE, and even RESPONSE mes-
sages. The latter may apply if the authorizing entity changed
the original request, e.g. by authorizing only parts of the
requested resource reservations or by changing session time
attributes.

As soon as an NSIS Initiator receives a policy element from
the authorizing entity, it must be copied without modification

into the AUTH_SESSION object. The AUTH_SESSION ob-
ject itself is then part of an NSLP message.

Upon reception of an NSLP message by a QoS NSLP
Entity (QNE) that is policy aware, the QNE extracts the
AUTH_SESSION object from the message and contacts the
Policy Decision Point (PDP) by using the Diameter QoS
application [17] or the RADIUS QoS protocol. In case the
response from the PDP is negative, the request must be
rejected.

The basic concept of a session authorization by a policy
decision is shown in Figure 4. A QoS NSLP Initiator (QNI)
requests a policy decision from a policy decision point, e. g., a
AAA server (step 1). The request must usually carry enough
credentials to authenticate the user and the type of service
that is requested. The AAA server’s response (step 2) contains
a Session Authorization Object which is embedded into the
NSLP message that the QNI further sends (step 3) towards a
QNE. The QNE extracts the Session Authorization Object and
verifies its integrity. In case the signature from the authorizing
entity is accepted, the NSLP message will be processed further.

4. verifies session
authorization object

3. NSLP message with
session authorization object

1. request session
authorization
object

2. get session
authorization
object

QNI: QoS NSLP Initiator
QNE: QoS NSLP Entity

Figure 4. Session Authorization by Policy Decision

However, the scope of the Session Authorization Object as
defined in the current draft is too limited as it only allows
for passing authorization tokens within NSLP messages. The
Session Authorization Object is not related to the actual QoS
NSLP objects—it is rather an opaque authorization token.
QoS NSLP objects, such as the Message Routing Information
(MRI), the Session ID, or the QSPEC should be protected,
too, and a protection of those types would be required for
reliable accounting. Otherwise, an attacker would be able to
change some of these values. An end-to-end protection of
NSLP data cannot be achieved by the use of TLS at GIST level
and this TLS protection cannot be assigned per user or per
session, since GIST usually uses a TLS transport connection
to multiplex several different NSLP sessions over it.

All of the above mentioned approaches, however, do not
consider protection of the QoS NSLP message itself. They
are simply embedding authorization tokens into the NSLP
messages. An authentication of the QoS NSLP message itself
is neither defined nor provided.

IV. AUTHENTIC QOS SIGNALING

In order to provide a stronger protection for NSIS signaling
protocol messages, we propose some modest extensions to the
current Session Authorization Object specification. The major



lacking piece is the missing link between the authorization
object and the NSLP messages so that the information in the
Session Authorization Object is nearly totally decoupled from
the NSLP message itself. The only information that bind the
authorization object and the NSLP message together is the
source address attribute, if present, that must match the source
address of the signaling message:
The source address of the request (e.g., a

QoS NSLP RESERVE) MUST match one of the

SOURCE_ADDR attributes contained in this Ses-

sion Authorization Data Policy Element.

So an attacker could use an isolated authorization object
and re-use it for his own forged messages (must contain the
original SOURCE_ADDR at least) within the valid time frame
defined by start or end time respectively.

The base idea is now to extend the message authentication
code in the Session Authorization Object to cover also parts
of the GIST and NSLP message, e.g., session ID, the MRI,
the message type, RII, INFO_SPEC, or QSPEC respectively,
if present. For the QSPEC object special rules apply, because
some parts of the QSPEC objects may be intentionally modi-
fied by QNEs during the reservation process. Thus, only those
parts of the QSPEC object should be signed by the hash that
are “read-only”, i.e., not modified during transit, e.g., QoS
Desired.

The proposed NSLP Session Authorization Object with
the herein defined extensions should be registered under a
different NSLP object type, so that the original proposed
Session Authorization Object can still be used as session
authorization token. Within the Session Authorization Object a
new sub-type of the AUTH_ENT_ID indicates the self-signed
NSLP message. Replay protection is provided by including
the START_TIME attribute in every signed message. This is
a 64-bit NTP timestamp providing a precision of 200 pico
seconds.

For the remainder of the paper we assume that the Message
Authentication Code (MAC) is calculated based on the HMAC
algorithm [18] with a symmetric key. Other algorithms could
be applied, but the HMAC is very efficient and simple to
calculate.

The message authentication code could now be used to
protect such parts of an NSLP message, too. In order to be
flexible we propose to use a new attribute that contains a
list of NSLP object types that are included in the HMAC
(cf. Figure 5). The NSLP object type values comprise only 12
bit, so four bits per type value are currently not used within
the list. Depending on the number of signed objects, a padding
must be supplied. The receiver must look for the NSLP signed
object list attribute and simply compute the hash over the
content of these objects including all the attributes of the
authorization object. Since all NSLP object types are unique
over all different NSLPs, this works also for all NSLPs, not
only QoS NSLP. Basic objects like the session ID, the NSLPID
and the MRI are always included in the HMAC. Since they
are not carried within the NSLP itself, but only within GIST,
they must be delivered via the GIST API and normalized to

their network representation from [9] again before calculating
the hash. These values are hashed first, before any other NSLP
object values are included in the hash computation.
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Figure 5. Signed NSLP Object List

A further missing part is the “crypto agility” of the approach
in [15]. In order to provide flexibility with respect to different
hash functions [19] we propose to specify an identifier for
the used hash algorithm. The code is simply one byte using
the same value mappings as specified in the TANA registry
for Hash Algorithms as Transform ID from Transform Type 3
of the Internet Key Exchange (IKEv2) Protocol registry [20].
This allows for a smooth migration to stronger hash algorithms
as they become available.

Since an HMAC requires a shared key on both sides, i.e., at
the signing QNE (usually the QNI) and at the verifying QNE,
there must be a possibility to provide the signing key to the
QNE in a secure manner. The actually used key is referenced
by a 32-bit key ID, which must also be transferred together
with the signing key. We propose to use the session ID of
the Session Authorization Object as the key ID (this session
ID is not to be confused with the NSIS session ID in GIST).
We aim to keep the overhead low, thus a user-based signature
is proposed, i.e., every message is actually signed, but the
key is not changed for every transaction or flow. Therefore,
the approach is very well scalable, because the number of
keys to store is related to the number of users, not to the
number of flows. If a ticket is always present, there is even
no need to store the key locally. A periodic change of the key
is, however, recommended to prevent brute force attacks on
the used keys. Furthermore, the key length should be at least
64-bit, but ideally longer in order to defend against brute force
attacks. The next section describes a scenario where Kerberos
[21] is used to securely distribute the shared signing key.

V. A WORKED EXAMPLE

In this section we describe how a Kerberos-based domain
could use the proposed extended Session Authorization Object
to simply authorize their users to reserve resources. We use
Kerberos, because it provides a secure and simple means to
authenticate users and allows as a single sign-on solution for a
secure distribution of symmetric keys. Furthermore, Kerberos
is the base for most domains that are using Windows Active
Directory services.

First of all, we assume that routers in the Kerberos domain
are Kerberized resources, i. e., they have a shared key with the
Ticket Granting Server and can decode any Ticket Granting
Tickets (TGTs) for their own resource. After the initial login
the user is authenticated and can request tickets from the TGT
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Figure 6. An example AUTH_SESSION object containing a hash-based
message authentication code

as authorization against the QoS NSLP capable routers. Since
the next signaling hop may not be known in advance (it is
GIST’s task to figure this out), a shared key between all routers
of a domain and the TGT can be used.

The overall procedure works as follows (cf. Figure 7):

1) The user requests a TGT from the Ticket Granting
Server (TGS), shown in step 1.

2) The user gets the answer back (step 2) and extracts
the session key from the received ticket and uses it for
HMAC computation. The user sends the TGT as Ses-
sion Authorization Object, together with the proposed
extended session authorization object as signature for
the QoS NSLP message to the next signaling hop (step
3).

3) The router extracts the TGT and the session key. It stores
the session key under the key index that is specified in
the extended Session Authorization Object (step 4). The
key should have a validity that corresponds to the life-
time of the ticket, i.e., the key will expire automatically
after some time. Furthermore, the key ID must also point
to the user identity, so that a corresponding user profile
can be fetched in order to perform (local) policy-based
admission control.

4) Subsequent messages usually carry only the start times-
tamp and the key index. The router then fetches the
symmetric key from its internal map, calculates and
verifies the HMAC. This is shown in Figure 9.

Figure 8 shows an example of an AUTH_SESSION object
containing a resource ticket. The AUTH_ENT_ID contains the
Kerberos principal name of the authorizing entity. In contrast
to [14], we include the Kerberos ticket into the AUTH_DATA.
This avoids an additional exchange of Kerberos messages. The
main goal is to provide a secure way of transmitting the session
key for the keyed hash algorithm to the QNE.

GIST objects 4. verifies session
authorization objects
A, and A,. Store key
extracted from A,.

-\

1. request
session

authorization
object

2. get session
authorization
object A,
(Resource Ticket)

QoS NSLP objects

HMAC(S,, Data) |

Kerberos Ticket
Ay (Incl. Session Key S,)
Hash-Alg-ID,
List of Signed NSLP N /
A Objects / N /
2 ; S /
1 Key-ID for S, 7
" Signature Data . 3. NSLP message with QNI: QoS NSLP Initiator
- Session Authorization Objects QNE: QoS NSLP Entity
E~»ne« included into HMAC A,and A, TGS: Ticket Granting Server
- - -included into HMAC
Figure 7. Overview of an initial session authorization using Kerberos
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Figure 8. An example AUTH_SESSION object for Kerberos

After the resource ticket has been presented to the QNE,
the QNE extracts and stores the session key contained in
the ticket. Subsequent QoS NSLP messages do not need to
contain another ticket as indicated by Figure 9. They can
simply contain the list of signed NSLP objects and the HMAC
data only, as shown in Figure 6.

GIST objects

2. verifies session
authorization object A

QoS NSLP obiects

List of Signed NSLP

Objects HMAC(S,, Data) :

A Hash-Alg-ID,
Key-ID for S,
Signature Data

-~ not included into HMAC
---included into HMAC

Figure 9.

QNI: QoS NSLP Initiator
QNE: QoS NSLP Entity
TGS: Ticket Granting Server

1. NSLP message with
Session Authorization Object A

Overview of a subsequent session authorization

However, the currently used session key can be changed
seamlessly any time by sending a new ticket to the QNE
before the old ticket and before session key expiration. In case
the user tries to use an already expired key, an authorization
failure will be reported back in the corresponding response. In
this case the user should request a new resource ticket before
repeating the request.

As already mentioned earlier, although every QoS NSLP
message can be signed, it is not necessary to send a new
ticket for every new QoS NSLP session. Since user-based



authorization is usually sufficient, a new ticket is not required
too often. We also note that responses sent back by the QNE
can be signed by the QNE with the same session key. Thus,
the QNI can verify the integrity of all response messages sent
by the QNE.

VI. EVALUATION AND CONCLUSION

The proposed integrity protection of NSLP PDUs was
implemented in the freely available NSIS-ka suite [22], which
is C++ based. We used benchmarks to determine the overhead
caused by the HMAC-based solution. Creation of the session
authorization object including HMAC calculation requires up
to 8% more time compared to a normal message generation
effort and the session authorization HMAC verification costs
up to 55% more of a message parsing process. Measurements
were performed on an Intel Core2 Quad Q6600@2.40GHz by
reading out the system clock at the specific actions and keeping
the time stamps in memory. The following table shows the
measured values of 100,000 runs in pus:

Action | Min | Max | Mean | Stddev |
Serialize 9.148 45.463 9.316 0.209
Ser./HMAC 9.814 | 121.921 9.987 0.461
Deserialization | 14.359 51.124 | 14.704 0.292
Deser/HMAC | 22.434 74.831 | 22.757 0.476

An advantage of the presented approach is that important
parts of the NSLP message are authenticated by using resource
efficient HMAC-based signatures. The integrity of the NSLP
messages can be verified by QNEs without any further back-
end communication to PDP or AAA servers. Furthermore,
resource consuming verification of public key-based certifi-
cates is avoided. Thus, authenticated signaling is now possible
for every NSLP message sent. Other approaches presented in
Section III require more communication overhead. Moreover,
the presented approach is not restricted to a particular NSLP,
thus it can be used to secure any NSLP.

A drawback of the proposed method is that it does not
provide real non-repudiation, because symmetric keys are
used for signing messages. Thus, the user must trust the
QoS provider to not invent any resource reservation requests
or to perform false accounting. Furthermore, confidentiality
cannot be provided by this approach. But this is a fundamental
conceptual problem anyway, because intermediate nodes must
be able to read QoS NSLPs and QNEs may change them due
to re-routing events.

As a next conceptual step we are investigating methods to
use AAA infrastructures instead of Kerberos for providing the
session key in a secure manner to the QNE. The QNE could
use Diameter to ask the AAA server for the session key if the
presented key ID is yet unknown.
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